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Connected Corridors
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Model predictive control
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Model Predictive Control: Ramp Metering
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Recent traffic system compromises
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Recent traffic system compromises

The Italian Job (2003)
The “real” Iltalian Job (2007)

ENTERTAINMENT NATION WORLD BUSINESS OPINION

$.0s Anaceles Times roca - seorts

YOU ARE HERE: LAT Home — Collections — Los Angeles

The UPS Store® Notary Service. Key signals targeted, officials say
Two accused of hacking into L.A.'s traffic light system plead not guilty. They allegedly

Find a center in your area. chose intersections they knew would cause major jams.
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Recent traffic system compromises
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Recent traffic system compromises
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Motivation: Connected Corridors

PDE model for optimal control applications
Discrete adjoint framework for ramp-metering

Distributed control for large-scale systems.
Security analysis via ramp-metering attacks



Our model: LWR Network Overview
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Freeway Control Applications
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Discrete adjoint framework for ramp-metering

Distributed control for large-scale systems.
Security analysis via ramp-metering attacks




Discretizing via Godunov’s Method
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Optimizing Control Via Gradient Descent

in J
min J (u, p)

s.t. H(u,p)=0

Choose u’

v

Solve p’
H(p,w’) =0
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Adjoint Formulation

min J (u, p)
t. H =0
Compute gradient. Vus — 2, 97d
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Exploiting Sparsity of System Coupling
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Freeway offset (miles)

115 FW (San Diego) Simulations.
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115 MPC Robustness Results

Percentage Reduction in Congestion Robustness of Controller to Noise
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Aimsun Micro-Simulation
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http://www.youtube.com/watch?v=Kg55GAkkL0I

Aimsun |15 Space-time Summary
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Mainline Travel Time Decrease

Total Travel Time Evolution
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Distributed Control Architectures
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Existing approaches: Centralized




Existing approaches: Local




Existing approaches: Communicative
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Our approach: Consensus Sensitivity




Multi-agent Consensus Optimization: HOW IT WORKS




Asynchronous ADMM Algorithm
minJ = TTT =Y TTT;+) A (BCey—BCey)

I11ax
AeEE

BCe, BC“'/——\‘BC
/ e,l

def A-ADMM(J 1, E):
While Not Converged:
Choose e from E
Minimize J i: i = e-Left Ae
Minimize J 1: 1 = e-Right
llgckﬂ‘
\

Exchange BC’s
Maximize e-A
return optimal control

Reilly, J., & Bayen, A. M. (2014). Distributed Optimization for Shared State Systems: Applications to Decentralized Freeway Control via
Subnetwork Splitting. IEEE Transactions on Intelligent Transportation Systems (under Review).



|15 Experiment: Meterlng + VSL
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PDE model for optimal control applications
Discrete adjoint framework for ramp-metering
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Security analysis via ramp-metering attacks



Traffic System Vulnerabilities
%GPSdata

: Waze, Google nav.

mobile/radio connection
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Attack Description Access  Control  Complexity Cost
copper theft/clipping wires physical low low low
replacing a single sensor/actuator physical  low low low
attacking a single sensor/actuator locality  low medium low
replacing a single control box physical medium medium medium
replacing a set of sensors/actuator physical medium medium medium
attacking a set of sensors/actuator locality  low medium low
replacing a corridor of control boxes physical  high medium medium
attacking a corridor of control boxes network  high high medium
attacking the control center network  high high high
spoofing GPS data network medium high medium
attacking navigation software network medium medium medium




Security of Freeway Systems
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Direct Control
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Indirect Control
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Reilly, J., Martin, S., Payer, M., Song, D., & Bayen, A. M. (2014). On Cybersecurity of Freeway Control Systems: Analysis of Coordinated Ramp
Metering Attacks. Transportation Research Part B - Methodological (under Review).



Indirect Control: Sensor Spoofing
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http://www.youtube.com/watch?v=cUP0flP4aCw

Direct Control: High-level Objectives

f Maximize Congestion Behind
1 Leo.

f2 Maximize Hanks’ Travel Time
f3 Minimize Detection (Min TTT)
f4 Minimize Leo’s Travel Time.
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Achieving high-level objectives via

Multi-objective Optimization

cl)
a) Nearby Sim

Simulation

c2)
Nearby Sim

1 : Driver travel time Coef : 65.875 Value : 20.27 Value after coef: 1.83e+2
=
d) 2 : Density behind Coef : 78.75 Value : -1.059 Value after coef: -5.70e+1
. |
H].Story 3 : Trajectory Boundary Coef: 67.75 Value : -22.07 Value after coef: -2.59e+2

% b) —_— f4 : Total Travel Time Coef:48.875  Value : 19840 Value after coef: 1.70e+2
Coe fS Run simulation

f1: Driver travel time 12 : Density behind 13 : Trajectory Boundary
\_ ) Coef  Result Coef Result Coef Result
0 54.693257343455514 0 -1.8690483049207153 0 -0.021855443893702198

Ul Diagram Actual Slider Implementation



Interactive vs. A Posteriori Optimization

(b) Scaled values of fi (c) Scaled values of f> (d) Scaled values of f3

Interactive A posteriori



Box Objective on |15 Freeway
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Box Objective
J = (1 — a)TTTout of box — QLT box




SmartRoads Box Objective
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http://www.youtube.com/watch?v=4ld-gA93Ukk

Morse Code Attack
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http://www.youtube.com/watch?v=zOy2NDmq15M

Freeway Painter

Target Thresholded Total Travel Time  Optimal Metering Resultant Space-time
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http://www.youtube.com/watch?v=zPBFnORIL8s

Conclusions
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